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8.1 Study on Security Aspects SBA
1
Decision/action requested

Inclusion of the following pCR to 33.815
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)

[1]
3GPP TR 33.855 Study on security aspects of the 5G Service Based Architecture (SBA)
3
Rationale

(With bullet points, describe the reasons for the proposed action. 
The objectives of the proposal should be clearly stated. 
Rejected alternative solutions should be mentioned if this aids understanding).

(For pseudo CR, the reason for change(s) and summary of change(s) must be clearly explained.)

This contribution clarifies that SeCoP is what is called SCP in 23.501. Furthermore it addresses the fact that SeCoP is a distributed system, and as such, its internal interfaces need to be protected. 

4
Detailed proposal

It is proposed to accept the following pCR to 33.815 [1].
++++++++++++++++++++++ Begin 1st Change ++++++++++++++++++++
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
SeCoP


Service Communication Proxy 

NOTE: TS 23.501 [2] uses the multiply overloaded acronym SCP for the Service Communication Proxy
++++++++++++++++++++++ Begin 2nd Change ++++++++++++++++++++

4.1.10
Key Issue #20: Protection of SeCoP interfaces

4.1.10.1
Issue description

If a PLMN operator utilizes an SeCoP to enable indirect communication, connections between the SeCoP and other 5GC Network Functions must offer the same level of security as direct NF-NF or NF-NRF communication. Therefore, the interfaces between SeCoP and all communicating parties connected to it have to be mutually authenticated. With the exception of special cases, such as NRF or SEPP, which allow for service requests without prior authorization, the SeCoP may also verify whether a connected NF is allowed to make use of certain SeCoP services before accepting any such requests.
Furthermore, a SeCoP is a distributed system (cf. example architecture in Figure 4.1.10.2-x). Therefore, it contains internal interfaces, which also need to be secured. 
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Figure 4.1.10.2-x: Architecture from 23.501[2] showing that SeCoP is distributed
The purpose of this key issue is to study the following security aspects of the SeCoP:

-
Authentication and authorization of the connecting NFs by the SeCoP

-
SeCoP interfaces with the NRF to perform service registration/de-registration and service discovery on behalf of another NF
-
Confidentiality protection, integrity protection and replay protection SeCoP at the SeCoP interface towards the Network Functions connected to it

4.1.10.2
Threat description

Unauthenticated access to the SeCoP may lead to the following threats:

-
Spoofing attacks

-
Theft of service

-
Man in the middle attacks between SeCoP and N(R)F

A lack of confidentiality protection may lead to leakage of sensitive information.

A lack of integrity protection may lead to unnoticed modification of information in transit.

A lack of replay protection may lead to several negative impacts as a result of replay attacks, such as theft of service, leakage of sensitive information, or loss of control.

4.1.10.3
Potential security requirements

Communication between the SeCoP and its communication peers as well as communication within the SeCoP shall support confidentiality protection, integrity protection and replay protection.

The SeCoP shall perform mutual authentication with each communication peer before granting access to its services.

The SeCoP may further perform authorization of a requesting NF before granting access to certain services.
++++++++++++++++++++++ Begin 3rd Change ++++++++++++++++++++

4.1.11
Key Issue #21: Secure message transport via the SeCoP

4.1.11.1

Issue description

As of 3GPP Rel-16, 5GC not only supports direct communication between N(R)Fs within a single PLMN, but also indirect communication via a Service Communication Proxy (SeCoP). According to TR 23.742 [17], this SeCoP: "should support [to] protect the integrity and confidentiality of the communication."

In order to offer a similar level of protection as in the case of direct communication that is secured by TLS, the SeCoP is required to support replay protection as well. As an entity sitting between two NFs, the SeCoP must provide integrity protection, confidentiality protection and replay protection of communication between NFs. As the SeCoP is a distributed system, it shall also protect its internal messages.
4.1.11.2
Threat description
A lack of confidentiality protection by the SeCoP may lead to leakage of sensitive information.

A lack of integrity protection by the SeCoP may lead to unnoticed modification of information in transit.

A lack of replay protection by the SeCoP may lead to several negative impacts as a result of replay attacks, such as theft of service, leakage of sensitive information, or loss of control.

4.1.11.3
Potential security requirements

The 5G system shall support confidentiality and integrity protection as well as replay protection of transferred messages for indirect communication.
The SeCoP shall provide confidentiality, integrity and replay protection for its internal communication over SeCoP internal network interfaces.
NOTE: Within a deployment unit the service interfaces are not mapped to a network interface, therefore it is possible to assume physical security within a deployment unit.
+++++++++++++++++++++++ End Changes ++++++++++++++++++++
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